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    Fall 2016 COMMENTARY

How to Respond to a Data Breach

A data breach is an incident in which sensitive, protected or confidential data has potentially been viewed, stolen or used by an 
individual unauthorized to do so. Data breaches may involve personal health information, personally identifiable information, trade 
secrets or intellectual property. The loss of information by data breach is usually the first step in cybercrimes such as identity theft, 
credit card fraud, and banking fraud. In these cases, cybercriminals target data such as credit card numbers, PINs, bank account 
numbers, and social security numbers. The steps below prioritize actions that should be taken within the first 24-48 hours of discov-
ering the breach.

1. Call your advisor at The Guild, regardless of where or how the breach occurred, so he/she can watch for any suspicious activity in 
your accounts and collaborate with you on extra precautions to take in verifying your identity prior to any fund transfers.

2. Call the Social Security Administration’s fraud hotline at 800-269-0271 if you suspect your Social Security number has been com-
promised. The Office of the Inspector General will take your report and investigate activity using your Social Security number. The 
Social Security Administration also provides helpful materials, such as the pamphlet Identity Theft and Your Social Security Number.

3. Contact the Federal Trade Commission (FTC) at www.identitytheft.gov, www.ftc.gov, or by calling 866-653-4261. Click on Report 
Identity Theft to access the Identity Theft Recovery Steps. This one-stop resource for victims of identity theft will guide you through 
each step of the recovery process, from reporting the crime to creating a personal recovery plan and putting your plan to action.

4. Visit the IRS website https://www.irs.gov/uac/taxpayer-guide-to-identity-theft if you’re the victim of tax fraud. You’ll be able to ac-
cess the Taxpayer Guide to Identity Theft, which provides education on tax-related identity theft, tips to reduce your risk, and steps 
for victims to take.

5. If your account is custodied at Schwab call Schwab’s Fraud Prevention & Investigations Hotline at 877-566-7984 if you suspect 
you’re a victim of fraud. Schwab will investigate your case and take necessary precautions to prevent unauthorized debits.

6. Call Schwab’s Identity Theft Hotline at 877-862-6352 if you suspect you’re a victim of identity theft. Schwab’s Identity Theft team 
can answer both general identity theft questions and specific questions of victims; discuss how Schwab handles accounts of clients 
who’ve had their identity stolen or their account hacked; and assist with enhanced authentication for escalation of client identifica-
tion issues.

7. If appropriate, close any compromised or unauthorized accounts. Alternatively, you may request a cloned account through 
Schwab Alliance. This allows an identical account to be opened, your assets moved, and the compromised account closed.

8. Run reputable anti-virus/anti-malware/anti-spyware software to clean your computer. For example, products from Symantec, 
McAfee, Bitdefender or Kaspersky.

9. Once you’ve ensured your computer is virus/malware/spyware free, you should change passwords on your accounts. Make each 
password unique, long (at least eight characters), and strong (length and complexity), and use two-factor authentication when 
available. Two factor authentication requires not only a username and password to gain access to a site, but also a piece of informa-
tion only the user should know or have immediately at hand such as a physical token or a unique passcode sent to their cell phone.

Keeping Your Data Secure

Being the victim of cybercrime is a frightening and stressful experience. It is essential 
to act quickly to mitigate the impact and expanse of the breach. This commentary is 

devoted to information that may be helpful to you in response to a breach and things 
you might want to look for to prevent one.
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Two Common Cyber Threats

Email Account Takeover

What is it? 
A cybercriminal hacks an email account and reads emails to learn about the victim and their habits so they can pose as the victim to 
steal money. 

What does it look like?
Your email is hacked and, posing as you, the cybercriminal emails your trusted advisors instructions to forward funds to an account. 

How does it happen?
Cybercriminals find vulnerabilities within service providers’ servers or personal users’ IP addresses (unique identification number for 
your computer on the internet) to gain access to login credentials, or to the email account directly. 

What’s the impact?
Because the cybercriminal has access to your email and can impersonate you, the recipient of the cybercriminal’s email believes the 
correspondence comes from you. The cybercriminal may provide instructions within the email to transfer funds to a fraudulent ac-
count. Without proper verification, the money could be transferred and stolen. Keep in mind that The Guild will personally call you 
prior to the transfer of funds from your accounts.

How can you defend against it?
Follow proper identification processes. Use secret passwords, phone call verifications, and live video chats to help verify the identity 
of people you correspond with. 

Phishing

What is it? 
Cybercriminals pretend to be a trustworthy source in order to acquire sensitive personal information such as usernames, passwords, 
social security numbers, and credit card details.

What does it look like?
An email from a seemingly legitimate email address instructs you to click on a link to take action (e.g., “validate your account,” “con-
firm your identity,” “access your tax refund”). The link brings you to a website requiring you to enter your personal information.

How does it happen?
Because the cybercriminal masquerades as a legitimate source (e.g., financial institution employee, realtor, banker), you believe the 
request is from a trusted source and you unwittingly oblige when they ask you for your personal information.

What’s the impact?
Victims of phishing may have malware installed on their computer systems or have their identity stolen.  

How can you defend against it? 
– Hover over questionable links with your mouse to reveal the true destination before clicking on it.
– Be aware that secure websites start with “https”, not “http”.


